Introduction {#Sec1}
============

The hash function ![](495979_1_En_7_Figb_HTML.gif){#d30e493} \[[@CR3]\] which went on to be adopted as the SHA3 \[[@CR18]\] standard is one of the most extensively studied hash algorithms. While finding pre-images and collisions constitute the primary analysis strategies of a hash function, the paradigm of devising distinguishers give insight into the non-randomness of the construction. Further, it has been evidenced by numerous results in contemporary literature where distinguishers have been exploited to mount collision and pre-image attacks thereby amplifying their scope and impact. In case of SHA3, one of most investigated distinguisher is the ZeroSum distinguisher which is based on the fundamental result of higher-order derivatives that the $\documentclass[12pt]{minimal}
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                \begin{document}$$(d+1)^{th}$$\end{document}$ derivative of a *d*--degree function leads to a zero function. This translates to obtaining a zero XOR-Sum for $\documentclass[12pt]{minimal}
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                \begin{document}$$2^{d+1}$$\end{document}$ computations of a vectorial function. The main research is in the direction of tight-bounding the value of *d* which automatically leads to reduction in complexity of computing the ZeroSum. Most of the results have been reported on the internal permutation ![](495979_1_En_7_Figc_HTML.gif){#d30e537} and/or ![](495979_1_En_7_Figd_HTML.gif){#d30e540} . In 2009, Aumasson and Meier \[[@CR1]\] introduced ZeroSum distinguisher on ![](495979_1_En_7_Fige_HTML.gif){#d30e549} which penetrated up to 16 rounds by leveraging on the *inside-out* strategy. In 2011, Plasencia *et al*. \[[@CR15]\] introduce 4 round distinguisher for Hash function rather than internal permutation function, and also give a 2 round pre-image attack and 3 round near-collision attack on SHA3-224 and SHA3-256 variants. The same year, Boura *et al*. \[[@CR4]\] improvise ZeroSum distinguisher. They present ZeroSum distinguisher and high order differential derivative for the full ![](495979_1_En_7_Figf_HTML.gif){#d30e581} permutation. In 2012, Duan *et al*. \[[@CR6]\] state an advanced ZeroSum distinguisher full round ![](495979_1_En_7_Figg_HTML.gif){#d30e594} with $\documentclass[12pt]{minimal}
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                \begin{document}$$ 2^{1579} $$\end{document}$ complexity. The same year, Duc *et al*. \[[@CR7]\] present the Unaligned Rebound Attack for 8 round distinguisher with lesser complexity. In 2013, Morawiecki *et al*. \[[@CR14]\] present rotational cryptanalysis. It allows a preimage attack on 4-round ![](495979_1_En_7_Figh_HTML.gif){#d30e616} with complexity $\documentclass[12pt]{minimal}
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                \begin{document}$$ 2^{506} $$\end{document}$. It also states distinguisher on 5 rounds ![](495979_1_En_7_Figi_HTML.gif){#d30e625} \[1600\] permutation with $\documentclass[12pt]{minimal}
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                \begin{document}$$ 2^{15} $$\end{document}$ complexity. In 2014 Das *et al*. analyze differential propagation properties of ![](495979_1_En_7_Figj_HTML.gif){#d30e638} furthermore uses for 6 round Distinguisher with $\documentclass[12pt]{minimal}
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                \begin{document}$$ 2^{52} $$\end{document}$ complexity. In 2015, Jean *et al*. \[[@CR10]\] produce internal differential boomerang distinguisher. They generate boomerang pairs and analyze the differential property. Their distinguisher depends on round constant. So, according to where permutation starts, their query complexity varies. For ![](495979_1_En_7_Figk_HTML.gif){#d30e653} permutation, when it starts at 0 round, with complexity $\documentclass[12pt]{minimal}
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                \begin{document}$$ 2^5 $$\end{document}$, they distinguish up to 6 rounds, and with $\documentclass[12pt]{minimal}
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                \begin{document}$$ 2^{13} $$\end{document}$ complexity to 7 rounds. Similarly, when permutation begins with 3rd round with complexity $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$ 2^{10.3} $$\end{document}$, they distinguish up to 7 rounds, and with $\documentclass[12pt]{minimal}
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                \begin{document}$$ 2^{18.3} $$\end{document}$ complexity to 8 rounds. Same year, Dinur *et al*. \[[@CR5]\] proposed a Cube attack like a cryptanalysis technique that includes algebraic and structural analysis, which contains key recovery and MAC forgery, practical up to 6 rounds and theoretical to 9 rounds of ![](495979_1_En_7_Figl_HTML.gif){#d30e687} . In 2016, Guo *et al*. \[[@CR8]\] introduce the linearization technique called Linear Structure. It permits linearization up to 3 rounds of ![](495979_1_En_7_Figm_HTML.gif){#d30e697} . It extends the ZeroSum distinguisher of ![](495979_1_En_7_Fign_HTML.gif){#d30e703} permutation up to 15 rounds and pre-image attack up to 4 rounds.

It is evidenced from the above discussion that most of the results have been reported on ![](495979_1_En_7_Figo_HTML.gif){#d30e708} that few on the hash function SHA3. Moreover, only a few of the distinguishers on ![](495979_1_En_7_Figp_HTML.gif){#d30e714} can be extended on to any SHA3 variant itself. However, in 2017, Saha *et al*. \[[@CR17]\] introduced a new distinguisher called SymSum which examines a symmetric property of the output-sum of SHA3 when evaluated on symmetric inputs. These distinguishers penetrate up to 9 rounds and theoretically achieve a 4-fold improvement over ZeroSum in terms of complexity. The prime observation was the position of the nonlinear operation $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$\chi $$\end{document}$ in the sequence of sub-operations in the ![](495979_1_En_7_Figq_HTML.gif){#d30e742}   round function. Same year, Huang *et al*. \[[@CR9]\] improvise a Cube attack named Conditional Cube attack, impose some conditions on specific bits and use Mixed Integer Linear Programming (MILP) to construct conditional cubes with complexity $\documentclass[12pt]{minimal}
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                \begin{document}$$ 2^{33} $$\end{document}$, 7 round cube distinguisher builds on ![](495979_1_En_7_Figr_HTML.gif){#d30e758} . The same year, Qiao *et al*. \[[@CR16]\] introduce a pre-image attack up to 5 rounds, by linearize all S-box at first round and form a 3 round differential trail for SHAKE128 and SHA3-224. They put some conditions so that it satisfies for linearization and differential trail. Same year, Li *et al*. \[[@CR12]\] proposed a cross-linear structure for a pre-image attack. They constructed a cross-linear structure for ![](495979_1_En_7_Figs_HTML.gif){#d30e780} and found a pre-image. The complexity of their attack is $\documentclass[12pt]{minimal}
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                \begin{document}$$ 2^{150}$$\end{document}$ for 3 round SHA3-256. In 2019, Li *et al*. \[[@CR13]\] proposed a pre-image attack referred to as the Allocating Approach on 4 round SHA3-256.

In this work, we investigate the SymSum property introduced by Saha *et al*. further and try to augment with observations by Guo *et al*. in their work on linear structures. In particular, we achieve a one/two-round advantage by combining SymSum with linear structures. However, the structures we use slightly differ from the ones reported in \[[@CR8]\] since we do not have any requirement of keeping $\documentclass[12pt]{minimal}
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                \begin{document}$$\chi ^{-1}$$\end{document}$ to be linear. This is attributed to the fact that we are mounting the attack on the hash-function and hence cannot leverage the inside-out technique. Consequently, we can relax the constraints that were imposed for the same. Further, we show a simple trick to gain one more round by just inverting[1](#Fn1){ref-type="fn"} the last round $\documentclass[12pt]{minimal}
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                \begin{document}$$\chi $$\end{document}$ before computing the output-sum. Using all these techniques, we are able to mount SymSum distinguishers on up to 9-rounds of SHA3 variants with a complexity of only $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$2^{64}$$\end{document}$. We show that SymSum loses its 4-fold advantage over ZeroSum when augmented with linear structures and also furnish a proof for the same. The present SymSum distinguishers still have a 2-fold advantage making them the best available distinguishers on SHA3 which are independent of the number ($\documentclass[12pt]{minimal}
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                \begin{document}$${\ge }1$$\end{document}$) of rounds linearized. We validate most of claims by providing experimental evidence for some of the practically verifiable distinguishers. Our results are summarized in Table [1](#Tab1){ref-type="table"}.Table 1.Summary of the results reportedSHA3-variant\#RoundsZeroSumSymSumRemarksSHA3-2248$\documentclass[12pt]{minimal}
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**Organization.** Rest of the paper is organized as follows. Section [2](#Sec2){ref-type="sec"} gives a brief description of the SHA3 and SymSum distinguisher and linear structures of ![](495979_1_En_7_Figt_HTML.gif){#d30e1172} . Section [3](#Sec6){ref-type="sec"} provides proof of how the efficiency of SymSum reduces when we apply linearization. The new distinguishers introduced in this work are illustrated in Sect. [4](#Sec7){ref-type="sec"}. The experiments on round-reduced SHA3 to validate the claims are reported in Sect. [5](#Sec10){ref-type="sec"}. A discussion on all the devised distinguishers is furnished in Sect. [6](#Sec11){ref-type="sec"}. Finally, concluding remarks are given in Sect. [7](#Sec12){ref-type="sec"}.

Preliminaries {#Sec2}
=============

In this section, we give a brief description of the SymSum distinguisher and the idea of linear structure in ![](495979_1_En_7_Figu_HTML.gif){#d30e1205} .

The [Keccak]{.smallcaps} Hash Function {#Sec3}
--------------------------------------

The ![](495979_1_En_7_Figv_HTML.gif){#d30e1216} structure follows Sponge \[[@CR2]\] construction that applies fixed-length permutation on variable-length input and maps to variable-length output. It gives $\documentclass[12pt]{minimal}
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                \begin{document}$$ b = r+c $$\end{document}$ bits, where *r* is rate and *c* is capacity. Here the finite state *b* of Sponge construction is the width of ![](495979_1_En_7_Figw_HTML.gif){#d30e1256} permutation. The Sponge construction has 2 phases: the absorption and squeezing phases. Firstly the input message *M* padded according to the padding rule that makes input message after padding $\documentclass[12pt]{minimal}
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                \begin{document}$$ m_1 $$\end{document}$ of size *r* and *r* bits of *IV* then the output of *f* is XORed with next input message $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$ m_2 $$\end{document}$ and input to *f* this will happen until all the message blocks get processed this is absorption phase. The required output digest collects on the squeezing phase. Suppose *Z* is the required digest. If $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$ Z < r $$\end{document}$ then, it takes first *Z* bits of the output of absorbing phase, otherwise, if $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$ Z> r $$\end{document}$ then, it needs to input to *f* and get more bits repeatedly until it gets *Z* bits output digest. Finally, the output digest *Z* is the output of the Sponge function.

  ![](495979_1_En_7_Figx_HTML.gif){#d30e1365} There are 7 ![](495979_1_En_7_Figy_HTML.gif){#d30e1368} permutations which are denoted by ![](495979_1_En_7_Figz_HTML.gif){#d30e1371} , here $\documentclass[12pt]{minimal}
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                \begin{document}$$ n_r $$\end{document}$ is the number of rounds and *b* is the width of ![](495979_1_En_7_Figaa_HTML.gif){#d30e1384} permutation. $\documentclass[12pt]{minimal}
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SymSum Distinguishers on SHA3 {#Sec4}
-----------------------------

In 2017, Saha *et al*. introduced an interesting algebraic property related to SPN round functions where the non-linear transformation preceded the round-constant addition. This was used to devise a new class of distinguishers referred to as SymSum. The basic result was that the round-constants could not influence the highest degree monomials which determined the upper-bound on the degree of a vectorial function. This helped them devise a round-constant independent function by computing a special type of derivative called the *m*--fold vectorial derivative. They further showed that the order of this derivative can be a factor of 4 less than the ZeroSum distinguisher which actually computes the *m*--fold simple derivatives. To verify this property, they used self-symmetric input states as inputs and the hypothesis was that the output sum across all hash values would also preserve the self-symmetry. Self-symmetry of ![](495979_1_En_7_Figad_HTML.gif){#d30e1598} can be defined as the first 32 slices are identical to the last 32 slices of the ![](495979_1_En_7_Figae_HTML.gif){#d30e1601} state as shown in Fig. [1](#Fig1){ref-type="fig"}. Here $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$\sigma _1$$\end{document}$ and $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$\sigma _2$$\end{document}$ are identical.Fig. 1.Self-symmetric state of \[[@CR11]\]

For brevity, the main results are mentioned below, where TYPE-II as defined in \[[@CR17]\] are monomials that are dependent on round-constants:

### Lemma 1 {#FPar1}
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### Theorem 1 {#FPar2}
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### Lemma 2 {#FPar3}
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Linear Structures {#Sec5}
-----------------

The idea of linearization as introduced by Guo *et al*. is basically a lane-wise restriction on the input space so as to handle the linear $\documentclass[12pt]{minimal}
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To increase the degree of freedom, it is possible to take variables at different columns as shown in Fig. [3](#Fig3){ref-type="fig"} as $\documentclass[12pt]{minimal}
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For 2-round linearization, the input state should be taken as shown in the Fig. [4](#Fig4){ref-type="fig"}, here light gray cells and dark grey has value 0 and 1 respectively. To handle $\documentclass[12pt]{minimal}
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Investigating Effect of Linear Structures on SymSum {#Sec6}
===================================================

Our first study constitutes analyzing the effect of using linear structures in conjunction with the SymSum property. We extend the ZeroSum distinguisher and SymSum distinguisher by applying linearization technique up to 2 rounds. However, we argue that because of linearization, the difference in complexities for obtaining SymSum and ZeroSum decreases from the factor of 4 to 2. We next try to furnish theoretical arguments to support this claim. Thus, we first need to look at a more general result that compares the behaviour of a SPN round function (as observed in \[[@CR17]\]) with and without linearization. For the SPN round function without applying linear structures, the behaviour is described by Lemma [1](#FPar1){ref-type="sec"}. The following lemma captures the same while incorporating the effect of linearization.

Lemma 3 {#FPar4}
-------
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Proof {#FPar5}
-----

Let us write down the degree of the unlinearized version $\documentclass[12pt]{minimal}
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With the above proof in place, we revisit Lemma [1](#FPar1){ref-type="sec"} in the light of linearization. We argue that Lemma [1](#FPar1){ref-type="sec"} still holds for the linearized version $\documentclass[12pt]{minimal}
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                \begin{document}$$\mathbb {G'}$$\end{document}$ will be determined by monomials which are independent of round constants (TYPE-I) from monomials that involve round constants (TYPE-II). We use the same terminology as stated in \[[@CR17]\] and redo the proof of Lemma [1](#FPar1){ref-type="sec"}.

Lemma 4 {#FPar6}
-------

Lemma [1](#FPar1){ref-type="sec"} holds under linearization.

Proof {#FPar7}
-----
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Our next claim is that the difference in the degrees of TYPE-I and TYPE-II monomials as stated by Saha *et al*. in \[[@CR17]\] no longer holds as we linearize the SPN. For any value of $\documentclass[12pt]{minimal}
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Theorem 2 {#FPar8}
---------

With at least one round linearized, the upper-bound on the degree of TYPE-II monomials in terms of TYPE-I monomials is given by:$$\documentclass[12pt]{minimal}
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Proof {#FPar9}
-----

We start by segregating the TYPE-II monomials further. The new sub-type is referred to as TYPE-III and represents a TYPE-II monomial which is independent of any variables and constitutes only constants terms as stated below:$$\documentclass[12pt]{minimal}
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We now have the following corollary which forms the base of all distinguishers reported in this work. As one might realize this constitutes a deviation from the result reported in \[[@CR17]\] as stated in Lemma [2](#FPar3){ref-type="sec"}.

Corollary 1 {#FPar10}
-----------
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The corollary easily follows from Lemma [3](#FPar4){ref-type="sec"} and Theorem [2](#FPar8){ref-type="sec"}. Since linearized version $\documentclass[12pt]{minimal}
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Augmenting the SymSum Distinguisher {#Sec7}
===================================

The SymSum property can be extended at varied number of rounds based on the augmentation strategies like prepending linear structures and appending the hash-inversion trick wherever applicable. This is captured by Fig. [5](#Fig5){ref-type="fig"}. In the subsequent sub-sections we explore these strategies that help us to reach highest number of rounds for some SHA3 variants.Fig. 5.Various extension strategies to verify the SymSum property by augmenting 1-round, 2-round linear structures and the hash-inversion trick
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To gain an advantage of 2 rounds for the SymSum distinguisher, we linearize the first round and perform $\documentclass[12pt]{minimal}
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                \begin{document}$$\chi ^{-1}$$\end{document}$ trick applies only to those variants of SHA3 which give at least one plane ![](495979_1_En_7_Figaj_HTML.gif){#d30e2962} state in the output hash value. Therefore, it is not applicable to SHA3-224 and SHA3-256 because they give 224 and 256 bits of hash value respectively which is less that 320 bits required for a full plane. The degree of freedom of this state will be 192 if we take the input state equivalent to the state shown in Fig. [6](#Fig6){ref-type="fig"}a. Therefore, after 1-round linearization and applying $\documentclass[12pt]{minimal}
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Extension of SymSum Distinguisher up to 3 Rounds: {#Sec9}
-------------------------------------------------

We now show the use of 2-round linear structures in conjunction with inverting the hash for the last round. For 2 round linearization we use the linear structure, for which we need to handle the $\documentclass[12pt]{minimal}
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Now, to linearize the second round we need to handle $\documentclass[12pt]{minimal}
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Experimental Validation {#Sec10}
=======================

In this section, we present experimental validation of some of the claims furnished above. In particular, we choose SHAKE128 as it has the smallest capacity part allowing for more control over the input. However, the attacks can easily be extended onto other SHA3 variants with proper adjustments. In the following we demonstrate an attack on 6-rounds of SHAKE128 using the 1-round linearization and hash-inverse strategy. Due to 2-round extension, the degree of 6-rounds reduces to $\documentclass[12pt]{minimal}
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Figure [6](#Fig6){ref-type="fig"}b shows input state for SHAKE128. Here orange, white, light gray lanes are variable, constant and 0's (that is also capacity part of SHAKE128) respectively. Here, we have taken first and third column as variables which satisfies the conditions as per Eq. ([9](#Equ9){ref-type=""}). The input base message for our experiment is shown below:

Table [2](#Tab2){ref-type="table"} shows the full ![](495979_1_En_7_Figam_HTML.gif){#d30e3242} State, where \*\*\*\* is the variable nibble that generates individual messages by altering their values. To maintain the Self-Symmetry \*\*\*\* and ![](495979_1_En_7_Figan_HTML.gif){#d30e3245} should be the equivalent. To make one round linear each message generated by changing \*\*\*\* should satisfy the condition described above thus the value of $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$ \dagger \dagger \dagger \dagger $$\end{document}$ and ![](495979_1_En_7_Figao_HTML.gif){#d30e3254} will modify accordingly. Table 2.Representing State

By changing \*\*\*\* values of the input base message, $\documentclass[12pt]{minimal}
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Discussion {#Sec11}
==========

In this work, we have extended the classical SymSum distinguisher up to 3 rounds by applying linear structures and the $\documentclass[12pt]{minimal}
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One of the most important observations was the shift in the highest degree reachable by TYPE-II monomials which are fundamental to achieving a round-constant independent function thereby being the basis of the SymSum distinguisher. As dictated by Theorem [2](#FPar8){ref-type="sec"}, irrespective of the number $\documentclass[12pt]{minimal}
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                \begin{document}$$(\ge 1)$$\end{document}$ of rounds linearized SymSum loses its 4 factor advantage over ZeroSum. However, that is a little price to pay against the increase in the number of rounds penetrated. A comparison among the various approaches that extend the SymSum distinguisher is furnished in Fig. [8](#Fig8){ref-type="fig"}. The comparisons are provided for 7, 8, 9 and 10 rounds for each variant of SHA3. As one can observe for SHA3-224 and SHA3-256, the best distinguisher in terms if \#Rounds is still the classical SymSum. This is due to the fact that $\documentclass[12pt]{minimal}
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The maximum degree of freedom for different variants and approaches is depicted in Table [3](#Tab3){ref-type="table"}. The table also shows the corresponding slice/state configuration for achieving that degree of freedom. Moreover, the constraints to be applied on the slice variables to fulfill the condition for 1-round linearization is also exhibited in the table. Similar data is furnished in Table [4](#Tab4){ref-type="table"} for 2-round linearization. It is worth mentioning that for SHA3-512 2-round linearization is not applicable as the rate part is substantially lower leaving very less room to formulate the necessary constraints. It is easy to appreciate that the results reported here are better than ZeroSum and classical SymSum. Interestingly, even the simple $\documentclass[12pt]{minimal}
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This work aims to combine two very interesting results on SHA3 namely the SymSum property and the idea of linear structures to devise the best distinguishers on the SHA3 standard in terms of complexity and number of rounds penetrated. The main contribution lies in studying the effect of linearization on the core SymSum property. The results show that due to the effect of linear structures the factor of four advantage that SymSum enjoys over ZeroSum is reduced to two. Theoretical arguments are provided to explain this reduction. A simple $\documentclass[12pt]{minimal}
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This applies to SHA3 variants where at least one entire plane is available from the hash value.
